There has been considerable use of many devices that run on wireless infrastructure such as the mobile ad hoc network (MANET). MANET has become a preferred means of communication in recent times. The reliability and security aspects of MANET need to be investigated further to provide robust and reliable communication. However, current literature shows that little work has been done towards reliability analysis of MANET. The paper gives the reliability analysis of MANET with black hole attack running DSDV routing protocol. NS-2.35 simulation software is used to analyse the impact of black hole attack on the reliability of MANET under destination sequenced distance vector (DSDV) routing protocol. Simulation result shows that the reliability of MANET under multiple black hole attack is lower than the reliability of MANET under single black hole attack in DSDV routing protocol.
Introduction
Rapid advances in wireless communication driven by improved flexibility, low-cost and powerful technology has attracted huge application of mobile ad hoc network (MANET) (Toh, 2002) in recent years. The wireless networks have dynamic topology change. The link capacity of wireless network continuously changes due to effects of noise, fading, interference, etc. It has limited power, bandwidth and high error rate compared to wired networks. However, wireless network depend on fixed infrastructure for operation. The mobile nodes have wired access points within their transmission range where the access points are considered as the backbone for mobile network. MANET is an autonomous, self-organising and infrastructure-less network system. The nodes move in an arbitrarily manner and hence the topology of MANET is unpredictable. Some nodes are not able to directly communicate with other nodes in MANET as the nodes generally have limited transmission ranges. This is why routing in MANET is multi-hop and each node acts as a router.
The MANET can be easily deployed, has improved flexibility and it is low cost. It is suitable for applications where deployment of wired network is difficult or impossible such as the environments where there is no infrastructure or the cost is too high. MANET is an autonomous and decentralised wireless communication system consisting of mobile nodes such as mobile phone, PDA, laptop, etc. These mobile nodes are free to move in and out of the network. The ability of the nodes towards self-configuration enables us to deploy the MANET quickly without having infrastructure support in urgent cases. A schematic diagram of MANET is shown in Figure 1 . The design and implementation of MANET is challenging due to its unpredictable and dynamic nature such as frequent topology change, network partitions, variable link capacity, etc. Additionally, MANET is more susceptible to various types of network security attacks and vulnerabilities (Zhang and Lee, 2005; Yang et al., 2002) as it has no central administrator and nodes communicate based on mutual trust. To achieve better network services, reliability and security characteristics of MANET should be paid due attention. Proper reliability and security analysis of MANET will ensure better network service availability, data confidentiality and integrity. Perfect application of reliability engineering concepts (Billinton and Allan, 2007) will ensure robust and reliable communication. MANET reliability methods can be used to quantitatively access the network service performance. The probability of successful communication between the nodes in the network under known environmental conditions of use is known as network reliability (Colbourn, 1987; Shooman, 2002) . One can find a number of deliberations on network reliability in the literature. The reliability computation methods for MANET are different from that of traditional wired networks. The black hole attack contributes to low MANET reliability value as evident from our simulation results. This is due to the fact that the number of successful packets reaching the destination node is reduced due to the presence of black hole node that eats up all the packets and never forwarding them to the destination. The source node has no information about it. Black hole attack is one of the most common attacks encountered in MANET. The impact of black hole attack on the reliability of MANET running destination sequenced distance vector (DSDV) routing protocol is furnished in the paper. The reliability of the MANET without black hole attack, with single and multiple black hole attacks are simulated. The simulations are performed in ns-2.35 simulation software. This work will significantly contribute to address the existing problem of MANET reliability analysis under black hole attack. Plentiful amount of study related to MANET performance under black hole attack are available in literature. But, feeble work on MANET reliability analysis under black hole attack has been reported till now due to the absence of any significant method to deal with it. Most of the work reported on MANET reliability analysis/method considers very few common features of MANET such as mobility, etc. However, the method proposed by Singh et al. (2014) takes care of most of the features of MANET. Hence, this method has been applied in the paper. Research on MANET reliability analysis is in an infant stage. This work will assist in filling the existing gap in reliability and security analysis of MANET and contribute towards better MANET services.
The organisation of the paper is as follows. Network reliability concept is briefly explained in Section 2 and black hole attack is discussed in Section 3. Section 4 provides brief overview of DSDV routing protocol. Section 5 gives the methodology used. Implementation and discussion are given in Section 6. Conclusions are given in Section 7 and references are given at the end.
Network reliability
Network reliability and its analysis has become an important area of research for wireless technology, such as MANET, recently. Lot of work has been reported for wired networks but very little work is reported for wireless networks in the literature. Network reliability (Colbourn, 1987) is defined as the probability that a network operates successfully or uninterruptedly over a given period of time under known environmental conditions. It can also be defined as the probability of successful communication between the source node and destination node in the network (Shooman, 2002) . This implies the existence of at least one path between source and destination nodes. Considering each node as a terminal, reliability analysis can be two-terminal or all-terminal. Two-terminal reliability is the probability of successful communication between two nodes. The probability of successful communication between a node and all other nodes of the network is known as all-terminal reliability. Wireless networks such as MANET is more liable to failures, interference, terrain, access loss due to low transmission power, etc. Hence, MANET reliability requirements must be thoroughly analysed. Reliability analysis of MANET is completely different from that of wired networks due to unique features of MANET such as dynamic topology, multi-hop routing, self-organising, etc. Careful MANET reliability analysis will ensure uninterrupted network service that meets user expectations. Further it can guide in protocol implementation for better quality of service. The paper deals with two-terminal reliability analysis. Survey of various MANET reliability computation methods are provided by Singh and Mandal (2015) .
Black hole attack
Black hole attack (Bar et al., 2013 ) is one of the most prevailing security attacks encountered in MANET. Here the malicious node keeps on waiting for route request (RREQ) message from its neighbouring nodes. As soon as the malicious node receives the RREQ message, it creates a route towards destination node by transmitting a false route reply (RREP) message. This activity is done before the proper/correct message is transmitted by other nodes. The source node will forward the data packet thinking that this node has the path towards destination and it is not malicious. However, this node is malicious and it will never forward the data packet sent by the source node towards destination node. This is known as black hole node and the phenomenon is known as black hole attack (Tseng et al., 2011) . The black hole node will send fake routing information to other nodes claiming that it has the best route. In this way it can attract all the packets towards it and ultimately drop them without forwarding to the destination node. The black hole node claims itself as the node having a fresh and valid route towards destination even though the route is not valid with an aim to capture data packet and consumes the packets without forwarding further. It can modify the data packets that originate from some other nodes. Suppose node A wants to communicate with node B in the MANET. Here, node A will send RREQ message to neighbouring nodes. If it finds a valid route towards node B then it transmits the packet through this route. Otherwise it forwards RREQ to neighbouring nodes until reaching node B. Let us assume that node X is the black hole node. Node X will send RREP with largest sequence number before being responded by any other node in the MANET. The source node A will assume that node X has the valid path towards node B and it transmits the data packet to node X.
Node X collects the data packet but will never forward to node B. Hence node X is the black hole node for this MANET.
Black hole attack may be categorised as single black hole attack or multiple black hole attack. Only one black hole node is present in the MANET in case of single black hole attack whereas more than one black hole node is present in case of multiple black hole attack. Multiple black hole attack where the black hole nodes cooperate with each other and launch network attack is referred as collaborative black hole attack. An internal black hole attack occurs when the black hole node fits between the source and destination path. Internal black hole attack is difficult to detect and defend since it is hard to detect the misbehaving nodes internal to source-destination route/path of the MANET. An external black hole attack creates network congestion or disrupts the entire MANET by physically staying beyond network. It can attack other nodes in the MANET after taking control of other internal malicious nodes.
Overview of DSDV routing protocol
DSDV routing protocol (Perkins and Bhagwat, 1994 ) is a destination-based proactive routing protocol which is based on Bellman-Ford algorithm to find the shortest path. Two routing tables are maintained by every node in this routing protocol, i.e., one table has all the list of addresses for all other nodes in the network and the other table contains setting time for each destination node which is used to determine update advertisement timings. The routing table also contains the information such as the address of next hop, route metric and destination sequence number, etc. Periodic broadcasting of route updates as and when need is performed. The selection of routes is done in such a manner that the routes having greater sequence numbers are selected. For routes having same sequence numbers, the route with smallest value of metric will be selected. The paths to all the destinations are determined at beginning and periodically maintained using route update process in proactive routing protocol. DSDV (Sarkar et al., 2013) performs best in MANET with low to moderate mobility and it has lower route request latency.
In DSDV, every mobile node maintains a routing table that contains all available destinations, a metric, next hop to each destination and a sequence number generated by the destination node. The sequence number is used in order to prevent routing loop problem. Every node in the MANET periodically updates the routing table with advertisement. It also updates the routing table as and when sufficient new information is available due to the dynamic topology change of the MANET. Whenever topology changes are detected, each node updates routing information using routing table update packet. On receipt of the update packet, the neighboring nodes also update their routing table and increments the metric by one. These nodes further retransmit the update packet to their own neighboring nodes. This process is continued until all the nodes in MANET have received the update packet along with metric. Whenever a link failure is detected, it increments the sequence numbers associated with the entries corresponding to the distance to each destination routed through this failed link. Each of these destinations is disconnected from the network till it generates a new routing message for itself having a new sequence number. DSDV (Boucherkha et al., 2014) routing protocol guarantees loop free paths. The count to infinity problem is minimised in DSDV protocol. It maintains only the best paths to every destination node instead of maintaining multiple paths. Hence space requirement in the routing table is reduced. Incremental updates in place of full dump updates helps to avoid extra traffic in DSDV routing protocol. Full dumps carry all routing information and transmitted relatively infrequently. Incremental updates carry only the information that was changed since last full dump. The major limitations of DSDV routing protocol include wastage of bandwidth, inability to support multi path routing, difficulty in determining a time delay for the advertisement of routes, etc. Bandwidth is wasted due to unnecessary advertisement of route information even when there is no topology change. Maintenance of routing table advertisement for large MANET is difficult. Each host in MANET must maintain a routing table for advertisement. This will lead to large overhead and subsequently consume more bandwidth.
Methodology
The aim of the paper is to analyse the impact of black hole attack on the reliability of MANET under DSDV routing protocol. We introduce one black hole node and more than one black hole nodes in the MANET as single and multiple black hole attackers for the purpose of simulation. Firstly, the simulation is performed on all sets of MANET configurations without black hole attack and MANET reliability is computed. Secondly, the single black hole attack is enforced in each MANET configuration and corresponding MANET reliability is computed. Finally, the multiple black hole attack is introduced and MANET reliability is calculated. The reliability values obtained are compared to study the impact of black hole attack on the reliability of MANET in DSDV routing protocol. The reliability computation method using logistic regression developed for MANET by Singh et al. (2014) is used in the paper.
Implementation and discussion
The simulation software ns-2.35 is used for simulation purpose. The simulation creates a trace file and from that trace file we obtain the number of packets sent, packets received and dropped packets for different maximum speeds (5, 10, 15, 20 , 25 m/s) and pause times of 10 seconds for mobile nodes. The mobility model used is 'random way point model'. The traffic model used is constant bit rate (CBR). The size of packet is 512 bytes. Maximum connection among traffic sources is equal to the number of nodes. The simulation is performed on different sets of node configurations of the network starting from 20 numbers of nodes to 110 nodes with an increment of ten nodes. Mobile nodes are deployed in a boundary of 4,000 m × 300 m network topology. Simulation is performed without black hole attack and with single and multiple black hole attacks. DSDV routing protocol is used in the simulation. The number of black hole nodes for single and multiple black hole attacks considered in the simulation was one and more than one respectively. The simulation parameters and constants are given in Table 1 . The simulation results are given in Tables 2, 3 and 4 for MANETs without black hole attack, with single and multiple black hole attacks running DSDV protocol, respectively. The plots for reliability against number of nodes in MANETs without black hole attack, with single and multiple black hole attacks running DSDV routing protocols are given in Figures 2, 3 and 4, respectively. Figure 5 shows the plot that compares the reliabilities of these MANETs. Showing a dip curve at nearly n = 70 in Figure 2 is possible because increasing the nodes will lead to increased number of broadcast packets and chances of congestion, etc. at any moment in MANET may happen. Also we see that reliability of MANET is very fragile. It is seen from the simulation results and the plots that the reliability of MANET with multiple black hole attacks is lower than the reliability of MANET with single black hole attack. However, reliability increases with the increase in number of nodes in all cases. The reliability is likely to decrease with the increase in number of black hole nodes in the network.
Conclusions
The reliability analysis of MANET with single and multiple black hole attacks running DSDV routing protocol is furnished in the paper. Simulation result shows that the reliability of MANET with multiple black hole attack is lower than the reliability of MANET with single black hole attack. The paper also provides the characteristics comparisons of reliabilities of MANETs without black hole attack, with single and multiple black hole attacks in DSDV routing protocol.
